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ABSTRACT

Current image re-sampling detectors can reliably detect re-sampling in JPEG images only up to a Quality Factor (QF) of
95 or higher. At lower QFs, periodic JPEG blocking artifacts interfere with periodic patterns of re-sampling. We add a
controlled amount of noise to the image before the re-sampling detection step. Adding noise suppresses the JPEG
artifacts while the periodic patterns due to re-sampling are partially retained. JPEG images of QF range 75-90 are
considered. Gaussian/Uniform noise in the range of 28-24 dB is added to the image and the images thus formed are
passed to the re-sampling detector. The detector outputs are averaged to get a final output from which re-sampling can
be detected even at lower QFs.

We consider two re-sampling detectors - one proposed by Poposcu and Farid [1], which works well on uncompressed
and mildly compressed JPEG images and the other by Gallagher [2], which is robust on JPEG images but can detect only
scaled images. For multiple re-sampling operations (rotation, scaling, etc) we show that the order of re-sampling matters.
If the final operation is up-scaling, it can still be detected even at very low QFs.
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1. INTRODUCTION

Digital Image Forensics is a recent field aimed at detecting manipulations in digital images. Various techniques have
been proposed to expose tampering [9] due to re-sampling, region duplication, lighting artifacts and JPEG compression
artifacts. While creating image forgeries, re-sampling is very common since parts of the image are
scaled/rotated/stretched. Hence, re-sampling detection is important forensic analysis.

Several algorithms have been proposed to detect re-sampling. In most cases, it is assumed to be done using linear or
cubic interpolation. In [1], Popescu and Farid discuss how re-sampling introduces specific statistical correlations and
show that they can be automatically detected using an Expectation-Maximization (EM) algorithm. The algorithm
estimates the periodic correlations (after first detecting whether such a correlation exists) among the interpolated pixels -
the specific type of the correlation indicates the exact form of the re-sampling. However, the EM-based method is very
susceptible to JPEG attacks - especially when the JPEG quality factor (QF) is 95 or lower. The reason is that the periodic
JPEG blocking artifacts interfere with the periodic patterns introduced by re-sampling. For images that are scaled using
linear/cubic interpolation, Gallagher [2] proposed an algorithm by analyzing the variance of the second difference of
interpolated signals. Although this method can detect only up-scaling, it is very robust against JPEG and detection is
possible even at very low QFs. (Downscaled images can be detected up to a certain extent but not as robustly as up-
scaled images.) This method was further improved by Mahadien et al [5] to tackle other forms of re-sampling using a
Radon transform and derivative filter based approach. In [6], M.Kirchner showed a simpler method to improve [1].

We consider only Popescu’s and Gallagher’s detectors in our experiments. Popescu’s detector has been well studied and
is considered as state of the art to detect re-sampling in uncompressed images. Although Gallagher’s detector can detect
only scaling, it is very robust against JPEG. Further, the JPEG patterns can be clearly seen in the output. In this paper,
we focus on robust re-sampling detection for JPEG compressed images and use the above detectors for analysis. We add
controlled amounts of noise to the image before the passing the image to the re-sampling detector. Although this
approach is counter intuitive, adding noise to enhance detection has been studied in the form of Stochastic
Resonance(SR) noise[12]-[14]. In [11], Peng et al show how SR noise enhances the detection of micro-calcifications in
digital mammograms, which in turn indicates an early sign of breast cancer.
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In [10], we have shown that adding Gaussian noise can be used to “denoise” JPEG images, in scenarios like detecting
image re-sizing, where the visual quality of the image need not be taken into account. On adding controlled noise (by
adjusting the noise power), we showed that the JPEG periodic patterns were suppressed while the periodic re-sampling
patterns were partially retained. In this paper, we do further analysis with Gaussian and Uniform noise and consider
various re-sampling operations. We show statistically that adding noise to a JPEG compressed image reduces the
artifacts due to JPEG and the noise added image behaves similar to an uncompressed image. From our experiments, we
also find that when a series of re-sampling operations are done on an uncompressed image and then saved in JPEG
format, scaling can be detected as long as it is the final re-sampling operation. Finally, we show that adding Uniform
noise yields superior performance in detecting re-sampling when compared to the state of the art detectors.

The rest of the paper is organized as follows. In Section 2 we review the two re-sampling detectors, their performance on
JPEG images with and without adding noise. In Section 3, we analyze the effects of adding noise to a JPEG image and
show how it suppresses the blocking artifacts. In Sec.4, we propose a solution to detect re-sampling in JPEG compressed
images. The experiments and results are detailed in Sec. 5

2. DETECTING RE-SAMPLING

2.1 Popescu and Farid’s method

In [1], Popescu and Farid proposed the first method to detect re-sampling in digital images. We will provide a brief
introduction to their approach. The idea is that re-sampling introduces periodic correlations among pixels due to
interpolation. To detect these correlations, they use a linear model in which each pixel is assumed to belong to two
classes- a re-sampled class M; and a non re-sampled class M,, each with equal probability. The conditional probability
for a pixel belonging to M, class is assumed to be Gaussian while the conditional probability for a pixel belonging to
class M is assumed to be uniform. To simultaneously estimate a pixel's probability of being a linear combination with
its neighboring pixels and the unknown weights of the combination, an Expectation Maximization (EM) algorithm is
used. In the Expectation Step, the probability of a pixel belonging to class M; is calculated. This is used in the
Maximization step to estimate the weights. The stopping condition is enforced when the difference in weights between
two consecutive iterations is very small. At this stage, the matrix (same dimensions as image) of probability values
obtained in the Expectation step for every pixel of the image is called the "Probability map (p-map) ". For a re-sampled
image this p-map is periodic and peaks in the 2D Fourier spectrum of the p-map indicate re-sampling. In the p-map, a
probability value close to 1 indicates that a pixel is re-sampled.

The reader is further referred to [1] for a detailed description. Fig. 1:(a)-(c) shows a non re-sampled image ,its p-map and
its corresponding 2D DFT while Fig.1:(d)-(f) shows the same for a rotated and cropped image(6 deg, bi-linear
interpolation). Both images were saved in TIFF format. Peaks can be clearly seen in the p-map’s spectrum for the re-
sampled image. For better visibility, some low frequencies of the spectrum are zeroed out.

2.2 Gallagher’s method

In [2], Gallagher proposed a simple algorithm to detect up-scaled images that were interpolated using linear or cubic
interpolation. (Downscaled images can also be detected but the robustness is higher for up-scaled images.) He showed
that the variance of the second difference of the interpolated signal has the same periodicity as the sampling rate of the
original signal. To detect interpolation, the second derivative was computed along each row of the image and then
averaged to obtain a mean trace of the second difference which is proportional to the signal variance [2]. This trace is
periodic for linear/cubic interpolated images and peaks are present in the Fourier spectrum of the trace. Fig. 2 shows a
portion of the mean trace of the second derivative (a) and its 1D normalized DFT (c) for a non re-sampled image and the
same for an up-scaled (1.5, bilinear interpolation) image (Fig. 2 (b),(d) ). Strong periodicity can be seen in the mean
trace of the up-scaled image which is reflected in its Fourier spectrum (DC term is zeroed out for better visualization).
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Fig. 1. (a)-(c): Original image, its p-map and its spectrum. (d)-(f): Image rotated by 6 deg, its p-map and its spectrum. Peaks can be
seen in the p-map’s spectrum for the rotated image.
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Fig. 2. (a),(b) Mean trace of second difference for original and up-scaled image. (1.5 bi-linear interpolation)
(c),(d) Their corresponding normalized spectrum. Peaks can be seen in the spectrum for the up-scaled image.

2.3 Effect of Re-sampling Detection on JPEG images

As mentioned before, JPEG compression introduces blocking artifacts since it works on 8x8 blocks. This introduces
periodic patterns which interfere with the periodic patterns introduced by re-sampling [1]. Hence, current re-sampling
detectors are able to detect re-sampling only up to a JPEG QF of 95 [1],[5]. The periodic patterns introduced by JPEG
can be seen clearly in the output of Gallagher’s method (Fig. 3(a).) Peaks can be seen in the spectrum with a frequency
spacing of 1/8. (Fig. 3(b)) In fact, this can also be used as a signature to detect previously compressed JPEG images,
given a RAW bitmap!
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Fig. 3. (2) Mean trace of second difference for a non re-sampled JPEG compressed image (QF = 75), (b) its normalized spectrum

2.4 Adding Noise to suppress JPEG blockiness and detect re-sampling

We propose a simple method to suppress the JPEG artifacts by adding noise to the image pixels. While doing so, the
periodic patterns due to re-sampling are not completely lost while the JPEG patterns almost disappear. However, while
adding noise care is to be taken on the amount of noise that is added. If the Signal to Noise Ratio (SNR) is high, then it
may not be enough to suppress the JPEG artifacts. If the SNR is too low, then it would also destroy the re-sampling
patterns. From our experiments, we see that Gaussian/Uniform noise of SNR in the range of 24-28 dB suppresses the
JPEG patterns for a moderately compressed JPEG image while partially retaining the re-sampling patterns.
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Fig. 4. Proposed method to detect re-sampled JPEG images

3. ANALYSIS OF NOISE ADDITION

JPEG is a lossy compression scheme. If the original image is in an uncompressed format (say TIFF), information is lost
when it is converted to JPEG. So now the question to be asked is what will happen to a JPEG image if we add noise-can
we get back the original uncompressed image? Intuitively, this is not true since it is well known that quantization is
irreversible. However, it could be possible that after adding noise the statistics of the image become much closer to the
statistics of an uncompressed image since we see the JPEG artifacts disappearing. To analyze this further, we consider
the problem of identifying whether a given bitmap image was previously JPEG compressed. The reason for considering
this is two fold — First, the problem of identifying if a given bitmap was previously JPEG compressed or not has been
well studied [3],[4]. Second, since we add noise in the pixel domain, the new matrix (image + noise) can be considered
as a bitmap image. We follow the approach as mentioned in [3] for analysis and briefly review the method below.

3.1 Algorithm to detect JPEG compression history given a bitmap

Since JPEG works on 8x8 blocks, the algorithm to detect JPEG exploits the differences in pixel intensities within and
across the blocks. To evaluate the algorithm, we use 800 uncompressed grayscale TIFF images of dimensions 384x384
and then save them in JPEG format at different QFs. The results shown below are averaged over the entire set. The input
to their algorithm is already a bitmap in the case of uncompressed images, while for JPEG images they are converted
from JPEG domain to pixel domain to form the bitmap. The algorithm is summarized as follows:



1. Divide the RAW bitmap image (matrix) into 8x8 blocks. (assuming block grid is known)
2. For every block, calculate the quantities
Z,(i) = |A-B-C+D| Z,(i)= |[E-F-G+H| (1)

where i = 1...# blocks and A-H are the pixel intensities as shown in Fig.5
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Fig. 5. The square is an 8x8 block. A-H are the pixel intensities
for an 8x8 block and corresponding adjacent blocks.

3. The normalized histograms of the above quantities H, (n), H,, (") are found and absolute histogram difference

| H, (n)—H, (n)]is used to distinguish an uncompressed image from a JPEG. (Fig. 6(a))
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Fig. 6. Absolute histogram difference between: (a) TIFF and JPEG images at different QFs.
(b)-(d) JPEG images (QF 95,75 and 50) plus AWGN of 50,35 and 25 dB

As shown in Fig.6(a), if the image was previously JPEG compressed, it can be clearly identified using the above
algorithm. The absolute histogram difference is almost zero for an uncompressed image because the pixel differences
within a block and across corresponding adjacent blocks are similar. But for a JPEG image, the absolute histogram
difference varies depending on the QF(Fig. 6(a)). To analyze the effect of noise addition to a JPEG image, we add
Gaussian noise of varying strengths to JPEG images at various QFs in the pixel domain and repeat the same algorithm
(Fig. 6 (b)-(d)). At a high SNR (50 dB), the noise added image is still similar to a JPEG image but as the SNR decreases
we can see that it behaves more like an uncompressed image. However, this is not the original uncompressed image
before JPEG compression or else JPEG would be a reversible process! In JPEG compression [7], information is lost
when the DCT coefficients divided by the quantization matrix (of an 8x8 block) are quantized. More information is lost
in the high frequency components since they are quantized to 0. Hence all 8x8 blocks in a JPEG image have a lot of
zeros in the DCT domain which may contribute to the periodic blocking artifacts. Adding noise actually makes the
coefficients non-zero which could possibly be the reason why the periodic artifacts are destroyed.



3.2 Effect of adding noise to a re-sampled and JPEG compressed image

In Sec. 3.1 we showed that adding noise to a JPEG image makes the noise added image similar to an uncompressed
image. Now we would like to see what happens when noise is added to a re-sampled and JPEG compressed image.
Consider an example where an uncompressed image is up-scaled by a factor of 1.4 using bi-linear interpolation. Now we
consider three cases — first the scaled image is saved in TIFF format, then it is converted to JPEG at a QF of 75 and
saved in JPEG format and finally Gaussian noise of 26 dB SNR is added to the JPEG image in the pixel domain. We
then pass these three images through Gallagher’s detector and examine their output in Fig. 7. On the left are the plots of
the mean trace of the second difference and on the right are their corresponding spectrum. For the up-scaled
uncompressed image, the periodic pattern can be clearly seen in Fig. 7(a). JPEG introduces its own periodicity which can
be seen at normalized frequencies 1/8, 2/8 and 3/8 with 1/8 being the dominant frequency. (The peaks on the other half
are symmetric since the image is real.) These interfere with the periodicity due to up-scaling of 1.4 as shown in Fig.7
(b,e) . On adding noise, the JPEG periodic artifacts are suppressed while the periodic patterns due to scaling are retained
even though the magnitude of the peaks has dramatically decreased. However, adding too much noise may also suppress
the periodic re-sampling patterns. The amount of noise that is to be added is discussed in the next section.
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Fig. 7. Mean trace of second difference for: (a) Re-sampled image (b) Re-sampled and JPEG compressed image (c) Re-sampled +
JPEG + noise. (d)-(f) Corresponding Spectrum.

3.3 Amount of Noise to be added

The amount of noise to be added depends on how severe the JPEG compression is. Adding too little noise (high SNR)
will not be enough to suppress the JPEG artifacts. At the same time, if too much noise is added (low SNR), both the
JPEG periodic artifacts as well as the periodic re-sampling patterns will be destroyed. We are interested in the range of
noise that suppresses JPEG artifacts yet retains re-sampling patterns. From experimental results we found that for a
moderate level of JPEG compression (QF 75-90), Gaussian/Uniform noise in the SNR range of 28-24 dB works well for
different re-sampling operations and adding further noise destroys the re-sampling patterns. For lower QFs (QF 50-75)
however, up-scaling can still be detected and the noise to be added can go up to an SNR of 20 dB. For example, consider



an image that is up-scaled to three times its original size using bi-linear interpolation and then JPEG compressed at
QF=55. Fig. 8 displays the DFT of the mean trace of second difference at various levels of SNRs. At an SNR of 20 dB,
most of the JPEG peaks (J1-J6) are suppressed while the re-sampling peaks (S1, S2) are retained. However at 15 dB
SNR, even the re-sampling peaks are gone!

Spectrum at 30 dB SNR and JPEG QF = 55
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Fig. 8. By adding suitable amount of Gaussian noise, the peaks due to JPEG (J;-Jg) are suppressed while still retaining the re-sampling
peaks(S;,S;):-20 dB SNR. Below 20 dB, both JPEG and re-sampling peaks are suppressed.

4. PROPOSED METHOD

We propose a simple method to detect re-sampling in JPEG images. We add noise to the image in the pixel domain
before passing it through the re-sampling detector. Since noise in the range of 28-24 dB works well for various re-
sampling operations, we add noise in this range to generate 5 noise added images and then pass them through the
detector. The detector outputs are averaged to get a final output (Fig.9). This averaged output is better than the output
from a single detector. (shown later in Fig. 11)
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Fig. 9. Proposed approach to detect re-sampling in JPEG compressed images



5. EXPERIMENTS AND RESULTS

For our experiments, we use 800 uncompressed (TIFF) grayscale images of dimensions 384x384. The re-sampling
operations done on the images are up-scaling, down-scaling, rotations, and affine transforms. The images are then saved
in JPEG format at QF= 95, 90, 85, 80 and 75. We then add noise to the JPEG images in the pixel domain before passing
it through the re-sampling detector as shown in Fig.9. Our results are summarized as follows.

e For scaling operations, we use Gallagher’s re-sampling detector for evaluation since the scaling patterns can be
clearly seen in its output even at low QFs (Fig. 8). From our experiments, we find that as long as the final
operation is scaling before JPEG compression step, scaling can always be detected since it creates stronger
patterns compared to other re-sampling operations- the only exceptions being the scaling factors where scaling
peaks and JPEG peaks coincide. For example, consider a case where an uncompressed image is first up-scaled
and then rotated (Fig. 10 (a)) and another case where the same image is first rotated and then up-scaled (Fig.10
(b)). Both the images are saved in TIFF format and visually, they appear almost the same. In the absence of
JPEG, peaks can be seen at the detector’s output for the second case (Fig. 10 (d)) because of the periodic
patterns created due to up-scaling the rotated image , while the peaks are absent for the first case (Fig. 10 (c)).
Now let the two images be JPEG compressed (QF = 75). When the two JPEG images are examined, visually
they will still be similar but the re-sampling patterns will be present only for the second case (Fig.10 (e)). But
now, even the JPEG peaks are present. After adding noise, the JPEG peaks are also suppressed (Fig. 10(f)).
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Fig. 10. (a) Image first scaled and then rotated. (b) Image first rotated and then scaled. (c-f) Re-sampling detector’s output for
first image, second image, after JJEG compressing the second image (QF=75) and after adding noise to the JPEG image. The
JPEG peaks almost mask the scaling peaks but adding noise suppresses the JPEG peaks while retaining the scaling peaks. Green
circles denote scaling peaks.

e For rotations and other affine transforms, we consider the spectrum of Popescu’s p-map (Fig. 11(a)). For
illustration, consider an example where an uncompressed image is rotated by 15 degrees and then JPEG



compressed at QF=80. JPEG causes two types of periodic patterns: strong periodic patterns which can be seen
as high magnitude peaks in the horizontal and vertical axis of the p-map’s spectrum and weak periodic patterns
that are present all over the p-map’s spectrum as peaks of smaller magnitudes at frequency spacing of 1/8 along
horizontal and vertical directions(Fig. 11 (b)) (The strong pattern can also be seen in Gallagher’s output at
normalized frequency 1/8 while the weak patterns are the peaks of diminishing magnitude at frequencies 2/8
and 3/8: Fig.3 (b) ). This makes re-sampling harder to detect since the peaks introduced by re-sampling are
masked. When we add noise, most of the weak periodic patterns are suppressed and the re-sampling patterns
slightly re-appear (Fig. 11(c)). However, the strong peaks present in the horizontal and vertical axis of the p-
map’s spectrum are not completely suppressed. Hence, for better visualization, the horizontal and vertical axes
are zeroed out along with the DC. (For rotations and affine transforms, the peaks are usually not on the
vertical/horizontal axes and one can also zero out only the JPEG peaks instead of zeroing out the complete
axes.) Finally, five spectrums are found for the five noise added images (28-24 dB SNR) as shown in Fig.9 and
the spectrums are averaged to get a final spectrum. (Fig. 11(d)). The re-sampling peaks can be seen more
clearly in the averaged spectrum.

(b)
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Fig. 11. (a) P-map’s spectrum after rotation by 15 degrees. (b) P-map’s spectrum after rotation followed by JPEG of QF=80. Multiple
peaks can be seen all over showing weak periodic patterns of JPEG. (c) P-map’s spectrum after rotation + JPEG + AWGN of 25 dB.
Some rotation peaks are visible (d) P-map’s spectrum is found for noise added images in the range of 28-24 dB SNR and then
averaged .



We tested our method with various rotation angles at different JPEG QFs. The results were compared with Popescu and Farid’s
method, EM algorithm followed by JPEG de-blocking algorithm [8] and our method with Gaussian and Uniform Noise. We report the
detection rates for a rotation angle of 25 degrees in Fig. 12 (a,b). We can see that our method of noise addition outperforms both
Farid’s original method and JPEG de-blocking method. Similar results were obtained for other rotation angles. For both bilinear and
bicubic interpolation, addition of Uniform noise gave better results than Gaussian noise.
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Fig. 12. (a,b) Detection rates for rotation angle of 25 degrees for bi-linear and bi-cubic interpolation.

6. CONCLUSION AND FUTURE WORK

We have shown that adding noise to a JPEG image in the pixel domain is an effective pre-processing step before passing
the image through a re-sampling detector for forensic analysis. We show that the JPEG image after adding noise
becomes similar to an uncompressed image. Addition of Uniform noise yielded superior results when compared with
the original re-sampling detector. This makes re-sampling detection possible for moderately compressed JPEG images.
Finally, we also find that scaling can be detected as long as it is the final re-sampling operation.

It can also be argued why is it even necessary to bother about JPEG images with JPEG2000 emerging as the standard in
the near future. Further, JPEG2000 does not introduce as much distortion when compared to JPEG. However, from a
forensic point of view, it is well known that current re-sampling detection methods fail on JPEG images. So even if
JPEG2000 soon emerges as a standard, a forger can easily get away by creating a forgery, then running a JPEG
compression algorithm on the image- knowing the re-sampling detection algorithms’ weakness, and then convert it again
to JPEG2000. To prevent scenarios like these, we feel that the problem of detecting re-sampling in JPEG compressed
images should certainly be addressed.

In future, we will model the noise that is to be added and try to find the optimal pdf of the noise. It is well known that in
JPEG images, most of the quantized block DCT coefficients are zeros. So the natural question that arises is can we do
better if we add noise in the block DCT domain? We will analyze the effect of adding noise to those coefficients in the
DCT domain and its effect on re-sampling detection.
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